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AyTtentuduxanms

bezonacHocts nHGoOpManuu

I'ocynapcrBenHas
nHpOpMalMOHHAs CUCTEMA

Hoctyn k uHGOpMaIiu
JocTynHocTh

3amuTa HHpopMauu
OT HECaHKIIMOHUPOBAHHOTO
J0CTyTa

3amuniaemast “HGopmanus

Nnentudukarms

Nudopmanmonnas cucrema

WNudopmannoHHbie pecypcsl

Nudopmanmnonnbie
TEXHOJIOTHU

WNndopmarnms

KonTponupyemast 30Ha

KoupuneHnmansHOCTh

O06paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUHBI U OIIPEJAEJIEHUSA

JleWicTBUST 1O TpOBEpKE MOJIMHHOCTU CyOBEeKTa J0CTymna
B MH(OPMALIMOHHON CUCTEME

CocrosiHME 3allMIIEHHOCTH HH(pOpMalHuy,
obecriedeHbl €€ KOH(HUICHIHAIHLHOCTD,
U LIEJIOCTHOCTb

WudopmannonHas cucreMa, co3ziaBacMas B IeJIsIX pean3aium
MOJTHOMOYUI roCyIapCTBEHHBIX OpraHoB
u obecrieueHuss oOMeHa wHGPOpPMAIMEH MEXAY OSTUMH
OpraHami, a TaKKe€ B MHBIX YCTAaHOBIJIEHHBIX (penepanibHbIMU
3aKOHAMH LEJSIX

Bo3MokHOCTB nostydeHust MHGOPMAIMK U €€ UCTI0Ib30BaHUS
Cocrositnue uHGOPMAINH, XapaKTEPU3YEMOE CIIOCOOHOCTHIO
TEXHUYECKMX CPEICTB M HWHGPOPMALMOHHBIX TEXHOJIOTUM
obecrieynBaTh OECIPENATCTBEHHBIH TOCTYN K WH(pOpMAIHuu
CyOBEKTOB, UMEIOIIUX Ha 3TO IMOJHOMOYHUS

3ammra MHPOpMAIMM, HAIpaBJICHHAs HA TPEIOTBpAICHUE
MOJyYeHHs 3allMIIaeMoil MHpopMaluy 3aUHTEPECOBAHHBIMU
CyOBbEeKTaMu C HapyIICHHEM YCTAHOBIICHHBIX HOPMATHBHBIMH
U TpPaBOBBIMU JIOKYMEHTaMM (aKTaMH) MM 0O0JanaTensiMu
WHPOpPMAUK TIpaB WM TPaBUJI pa3TpaHUYCHHS JOCTyIa
K 3aluiaemMoil napopmanuu

opu  KOTOPOM
JIOCTYITHOCTh

Wudopmanus, SABISAIOMAACT TPEAMETOM  COOCTBEHHOCTH
U TOAJeKAIas 3allUTe B COOTBETCTBHM C TPEOOBaHUSAMHU
MIPaBOBBIX JOKYMEHTOB 170071 TpeOOBaHUSIMH,

yCTaHABJIMBAEMBbIMU COOCTBEHHUKOM WH(POPMALIUU
[TpucBoenue cyObeKTam 1 00bEKTaM JOCTYTa UACHTU(UKATOpa
u (WIM) CpaBHEHHE TMPEIBSIBIAEMOro HUACHTHU(UKATOpA
C MepeyHeM MIPUCBOCHHBIX HJICHTH(HUKATOPOB

COBOKYITHOCTB cojiepikaierics B 0azax JaHHBIX MHGOpMAIUU
u obecrieunBaonMx ee 00pabOTKy HH(POPMAITMOHHBIX
TEXHOJIOTUI W TEXHUYECKUX CPEICTB

OtnenbHbIe JOKYMEHTBHI M OTIEJIbHBIE MAacCUBBI JOKYMEHTOB,
JOKYMEHTBI WM  MAacCHBBI  JIOKYMEHTOB,  COJEpIKaIluecs
B HMH(OpPMAIMOHHBIX cucTeMax (OmbIuMoTeKax, apxuBax,
dbonmax, 6aHKaxX JaHHBIX, THHOPMAIIMOHHBIX CUCTEMAX JIPYTUX
BHJIOB)

[Tpomeccrr, MeToawl TOHWCKA, cOOpa, XpaHEHUs, OOpabOTKH,
MPEOCTAaBICHUS, PACIIPOCTPAaHEHUsI HH(OPMAIIUK U CIIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOIECCOB M METOJIOB

Ceenenus (coobmenus, JTAHHBIE) HE3aBUCUMO
oT (hOpMBI HX IPEICTABICHUS
[IpoctpanctBo  (Teppuropusi, 3AaHUE, YacTh  3JIaHUA),

B KOTOPOM HCKJIFOUEHO HEKOHTPOJIMPYyeMoe MpeObIBaHUE JTHII,
HE HMEIOIMX [OCTOSIHHOTO WJIM  Pa3oBOro  JIOIMyCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEICTB

Oo6s3arenbHOE 17151 BHIIOJIHEHUS JTUIIOM, MOTYYUBIIUM JOCTYTI
K ompenenaeHHON wH}oOpMmaluu, TpeOoBaHWUE HE TepenaBaTh
Takyl0o HMHPOpPMALMIO TPETbUM JHIAM 0e3  coryiacus
ee oOJramaresist

JleicTBus (omeparyu) ¢ IepCOHANBHBIMUA JaHHBIMH, BKIIOYAs
cOop, cHCTEeMaTH3alnio, HAKOIUICHWE, XpaHCHHEe, YTOYHCHHE



Omneparop

HCpCOHaHBHLIC JaHHBIC

VYrpo3a 6e30macHOCTH
uH(popManuu

VY s13BUMOCTD

IlemocTHOCTH

(oGHOBIIEHUE, U3MEHEHHE), UCIIOIb30BAHHUE, PACTIPOCTPAHEHHE
(B ToM wumcle mepenady), oOe3TMUMBaHUE, OJOKHpPOBAHHE,
YHUUYTOXCHHE TIEPCOHAIBHBIX TAHHBIX

IrpaXJaHUH WM OPUAWYECKOe JIUIO, OCYIIECTBIISIONINE
JESTeIBHOCTD 10 JKCIUTyaTanud MHOOPMAIIMOHHON CHCTEMBI,
B TOM uHcie 1o obpaboTke HHDOpMaAIMM, coaepxarieics
B ee 0a3ax JaHHBIX

Jlro6as uHpopMaius, oTHOCALIAasCS K MPSMO MM KOCBEHHO
OTIPEICIIEHHOMY WJIH OTIpEeesieMOMY (DU3NIECKOMY JIUILY
CoBOKyHmHOCTh ~ ycJIOBUH W (DaKTOPOB,  CO3AIOLIUX
MOTEHINATBHYIO 170011 peasbHO CYLIECTBYIOILYIO
OMAaCHOCTb,  CBSI3aHHYI0O  C  yTeukod  uH(popManuu
W/WIM HECAaHKIIMOHMUPOBAHHBIMUA W/WJIM HETIpeIHAMEPECHHBIMH
BO3/CHCTBUSIMH Ha Hee

HenocraTtox (cmabocTh) MIPOTrPaMMHOTO
(MporpaMMHO-TEXHHUUYECKOTO0) CPeACTBA MM MH()OPMAITMOHHON
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpas) MOXET ObITh
UCTONb30BaHA JUIg  pealu3allid  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroitunBocTh  MH(OpPMaLMM K  HECAHKIMOHUPOBAHHOMY
WIM CIly4aiiHOMY BO3/IEICTBHIO Ha HEE B Ipoliecce 00paboTKu
TEXHUYECKMMHU CPEICTBAMHU, PE3yJIbTaTOM KOTOPOTO MOKET
OBITh YHHUTOXKCHUE U NCKaKEHNE HH(POpMaIiu
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1 OBIIME IHOJIOKEHUA

Hacrosimas [Tonutuka sBiaseTcss JOKYMEHTOM, ONpEeAESIOIINM HalpaBIeHUs AEATEIbHOCTH
B oOmactu oOecriedueHUss HWHPOPMAIIMOHHON  OE30MACHOCTH W TPEACTABISICT  COOOM
CHCTEMaTH3HPOBAHHOE M3JIOKEHUE 1ieNieil 1 3a1a4 HHPOPMALMOHHOM 0€30IacHOCTH, KaK OHO WIIH
HECKOJIBKO IIPaBUII, NPOLEAYD, HPAKTUYECKUX MPUEMOB U PYKOBOIAIIUX MPHUHIUIIOB, KOTOPEIMU
pykoBoJicTByeTcst OOpa30oBaTeIbHOE YUPEkKACHUE, a TAK)KE OPraHU3alMOHHBIX, TEXHOJIOTHYECKUX U
IPOIIETyPHBIX aCIIEKTOB 00eCTIeYeHHs MH(POPMAIIMOHHON 0€301acHOCTH.

[lonoxenus  Hacrosmed IlomuTukn He  pacmpoCTpaHSIOTCS Ha  oOecredeHue
MH(POPMALMOHHON 0€30MaCHOCTH CBEJICHHUI, COCTABIISIONINX TOCYAaPCTBEHHYIO TaiiHYy.

OcHoBHOW 3amaueit B oOnacTu HMHPOpMaLMOHHOW Oe3omacHocTH (OOpazoBaTeIbHOE
YUPEKIACHNUE TPU3HACT COBEPIICHCTBOBAHUE MEP M CPEACTB OOECTeUeHHs 3aluThl HH(OpMAIH
UHPOPMALMOHHBIX  pecypcoB  OOpa3oBaTeNBbHOIO  YUPEXKJIEHHs B  KOHTEKCT€  Pa3BUTHUSA
3aKkoHoAarenscTBa Poccuiickoir @exepanuu U HOPM  PETyJIUMPOBaHUA HMH(DOPMALIMOHHON
JEeSITeIbHOCTH B TEKYIIUX YCIOBUAX (QYHKIIMOHHUPOBAHUS MHPOPMALMOHHOTO MOJIS.

[Tpu pazpabotke [ToaUTHKH YYUTHIBAIMCH OCHOBHBIC NPHHIUIIBI CO3JIAaHHUS CHCTEM 3aIlUTHI
UHPOPMALIMK,  XapaKTePUCTUKM U BO3MOXKHOCTH  OPraHHU3ALMOHHO-TEXHHYECKHX  Mep
¥ COBPEMEHHBIX ITPOTPAMMHBIX H alllapaTHO-TIPOTPAMMHBIX CPEJIICTB 3aIIUTHl HH()OpMAITUH.

B pamkax cBoelt aesrenbHocTH OOpa3oBaTenbHOE YUpexJIeHHE 00s3yeTcs NpeAnpuHUMAaTh
BCE BO3MOXKHBIE MEPHI JUIS 3alIUTHI HH(GOPMAIMK OT YTpo3 0€30MacHOCTH HHPOPMALINH.

TpeboBanust MHPOPMALMOHHONW O€30MACHOCTH, COOTBETCTBYIOT LEJISAM JAEATEIbHOCTH
O06pa3oBaTeIBLHOTO YUPEKACHUS U TPETHA3HAYEHBI [JIs CHUIKEHUS PUCKOB, CBA3aHHBIX C
peanu3anueil yrpo3 6€30nacHOCTH HHPOPMALIUH.

[MonmuTrka nocTymHa BceM paboTHHKAaM KOMUTET 1 BceM IMoJIb30BaTENSIM €T0 PECypPCOB.

2 IEJIA A 3AJJAYA OBECITEYEHUSI THOOPMAIIMOHHON BE3OINACHOCTH

Cy0bexTbl HHPOPMALMOHHBIN OTHOLCHUH

CyObekTamu mnpu obecriedeHud HHGPOpMAIMOHHON Oe3omacHocTd B OOpa3zoBaTeIbHOM
YUPEKACHUU SIBIISIOTCS:

PaOOTHHUKY CTPYKTYPHBIX MOApa3IesieHUul (B TOM YHCIIe YBOJICHHBIE);

rpaxaaHe, paboTaromye Mo J0roBopaM rpax1aHCKO-IIPABOBOTO XapaKTepa;

busznyeckue nuna, MPEICTAaBUTENM KOHTPAreHTOB B paMKaxX HCIOJIHEHHSI JOTOBOPHBIX
00513aTENbCTB;

dbu3nIecKue uIa, moaasime odpamieHue B aapec OOpa3oBaTeILHOTO YUPEKICHHS;

IOPUIMYECKUE JIMIA, B PAMKAaX HCIIOJHEHUS JOTOBOPHBIX 00S3aTEIBCTB MM BO MCIOJHEHUU
TpeOOBaHMiT CO CTOPOHBI 3aKOHOAATENbcTBA Poccuiickoit denepanun;

OpraHbl FOCYIapCTBEHHOM BIIACTH.

O0bexThl HHPOPMANMOHHBIX OTHOLLICHUH

O6bexTamu HH(GOPMAITMOHHBIX OTHOILICHHUH SBIISIOTCS:

nHpopmarmoHHbIe pecypchl O0pa30BaTEIHHOTO YUPEIKICHNUS,

roCyJapCTBEHHble ~ MH(pOpPMalMOHHbIE  cUcTeMbl — OmepaTopoM  KOTOPBIX  SIBJISIETCS
OO6pa3oBarenbHOE YUPEKICHHE;

mporeccel 00paboTku WHpopMau B HHDOPMANMOHHBIX cucTtemMax (OOpa3oBaTeILHOTO
yUpexKIeHUsI, MHPOPMAIIMOHHBIE TEXHOJOTHUU, PErJaMeHThl WU TpoIeaypsl cOopa, o0paboOTKH,
XpaHeHUs
U Tiepeaaun nHdopmaIuu;

uHpOpMaLMOHHAs HMH(PACTPyKTypa, BKIIOYAIOIIAs CHCTEMBl 0OpabOTKH, XpaHEHUs
U aHaln3a uH(OopMaluy, TPOrpaMMHBIE U TPOrPaMMHO-AMIAPATHBIE CPEJCTBA, B TOM YHCIIE KaHAJbI
CBSI3U U TENICKOMMYHHKAIIUH;

CHUCTEMBI M CpeJICTBa 3alIUThl HH(POpMALMK, OOBEKTHI U MOMEIICHUS, B KOTOPBIX Pa3MEIIECHbI
cpencTa 00paboTKHU HHPOPMALIUH.

Hean o0ecnieyennss UHPOPMALMOHHOI 0€30MACHOCTH

OcHoBHOM Tenbl0  obOecrieueHuss wuHpoOpManmoHHOW Oe3omacHocTH  OOpa30BaTENHLHOTO
YUpEXKIEHUSI  SBISAIOTCA  JCHCTBUS ~ HampaBieHbl Ha  JOCTHKEHHME 3alllUThl  CyObEKTOB



WH(QOPMALMOHHBIX OTHOIICHWH OT BO3MOXXHOTO HAHECEHHs MM MAaTepHajbHOTo, (hPU3MYEecKoro,
MOpPaJIbHOTO WJIM MHOTO yIep0a, MOCPeCTBOM CIIy4alfHOro WM MPeJHAMEPEHHOr0 BO3ACHCTBUS Ha
UH(OpMAIHIO,
B TOM YHCJIE:

obecrieueHUs 0TKa30yCTOMYUBOTO (GYHKIIMOHHPOBAHUS IPOTPAaMMHBIX
U anmnapaTHO-NPOrpaMMHBIX cpeAcTB OOpa30BaTENBHOIO YUPEXKICHUS M IPEAOCTaBIIAEMBIX
CEpBUCOB;

COOIOICHHSI TIPABOBOTO  PEKMMa HCIOJIB30BaHUS MAaCCHBOB M CPEICTB 00pabOTKH
UHpOpMaLNY;

NPEOTBPALICHUS peaTH3aliid yrpo3 0e30macHOCTH WHGOpPMAIMH TPU  OCYIIECTBICHUU
nesrenbHocTH OOpa30BaTEeIbHOIO YUPEXKICHHS.

3anaum odecnieyeHnst HHGOPMALMOHHOI 0€30MACHOCTH

HocTmwkenue nenei odecreueHnss THPOPMAIMOHHON O€30MaCHOCTH U CBOMCTB MH(OpMAIIUH,
OO6pa3zoBarenbHOE YUPESKICHUE PEIIACTCS CIeAYIOIIUMU 3aa4aMHu:

3alIMTHl OT HECAHKIIMOHMPOBAHHOTO JIOCTYTIA K HH()OPMAITMOHHBIM pecypcam;

pasrpaHMUYEeHHs OCTYyNa MOJb30BaTesIel K MH(MOPMALMOHHBIM, allapaTHbIM, IPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpalii ¥ MEPUOJUYECKOr0 KOHTPOJIS JEHCTBHI TOib30BaTesneld mpu o0paboTke
3amunaeMoi HHGOpMaIui 1 IEPUOUICCKUN KOHTPOJIb KOPPEKTHOCTH UX JEHCTBHIA,

KOHTPOJISI IEJIOCTHOCTH Cpelbl WCIOJIHEHUS MPOTpaMM M €€ BOCCTAHOBJICHHE B CiIydae
HapyIIeHHS;

oOecrieueHHs ayTeHTH()UKAUMU W  HMICHTU()UKALMU  TOJIB30BATENCH, Y4acTBYIOLIUX
B MH(QOPMAITMOHHOM OOMEHE;

o0ecrieueHus UCTIPAaBHOCTH PUMEHSIEMbIX B MH(POPMALIMOHHBIX cucreMax
O0pa3oBareabHOr0 yUPEXKIEHUS CPEJCTB 3aIUTH HHPOpMAaIHH;

CBOEBPEMEHHOI'0 BBISBJICHHE HCTOYHUKOB YIrpo3 0€30macHOCTH HHGOpMalMU, HpPUYHUH
U YCIOBHH, CIIOCOOCTBYIOIIMX  HAHECEHHWIO  ymiepbda  3aWHTEPECOBAHHBIM  CyOBEKTam
UH(POPMALMOHHBIX OTHOIICHUH;

CO3/IaHUEeM CIIy>)KObI MOHUTOPHHTA W pearupoBaHHsS Ha yrpo3bl 0e30MacHOCTH WH(pOpMAIHu
U HEraTHBHBIE OCIIECTBHYS;

CO3/IaHUEM YCJIOBHUI JJIs1 MUHUMHU3AIIMH HAHOCUMOTO yIep0a HempaBOMEPHBIMU JCHCTBUSIMH,
U yCTpaHEHHWE TNOCJIEACTBHI HapylIeHus: WHpOpMAMOHHON Oe3omacHocTn B OOpa3oBarenbHOE
yUpeKaeHuE.

Pemenue BblenepedncineHHblx 3agad B OOpa3oBaTeNbHOE YUPEkKAECHUE OCYIIECTBIISAETCS
HOCPEICTBOM:

ydeTa BCexX MOAJIEKAIINX 3alUTe HHPOPMALIMOHHBIX PECYPCOB;

KYPHAJUPOBAHUS JICHCTBUIA NEepCOHAIA, OCYIIECTBISIONIETO 00CTy)KUBAaHHE W MOIH(PHUKALINIO
IPOTrPaMMHBIX M IPOrpaMMHO-AINIAPAaTHBIX CPEICTB HH(POPMALIMOHHBIX CUCTEM;

perimaMeHTalud  MpoueccoB  o0pa®oTku  MH(pOpManuy,  AEHCTBHMM  paOOTHHMKOB
OO0pa3zoBarenbHOE YUPEXKIECHHE, OCYIIECTBISIONNX SKCIUTYaTalluio0 MPOrPAMMHBIX U IIPOrPaMMHO-
annapaTHbIX CPEACTB, HA OCHOBE YTBEPXKIECHHBIX OPraHU3aLMOHHO-PACTIOPAAUTENbHBIX JOKYMEHTOB
1o 3ammTe HHpopMauy,

Ha3HAYEHUS U MOJArOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3allMIO0 M OCYIIECTBICHUE
MEPOTIPUATHI TT0 00ecTieueHII0 HHPOPMAIIMOHHOM Oe3o0macHocTH B O0pa3oBaTeIbHOE YUPEIKICHUE,

HAJICJICHUsl KaXAO0ro pabOTHMKAa MUHUMAJIbHO HEOOXOAMMBIMHM IpaBaMH TIpu pabore
B HH(OpMaAIMOHHON HHPPACTPYKTYPE COTIACHO UX JOHKHOCTHBIM O0sI3aHHOCTSIM;

COOIIO/IEHHSI BCEMH Pa0OTHUKAMH, SKCILTYaTHPYIOIIUMH M 00CITYKHBAIOLIMH TIPOTPAMMHBIE
U [pOrpaMMHO-aNIapaTHbIE  CPEJCTBa, TPeOOBaHMM  OpPraHU3alMOHHO-PACHIOPSIUTENbHBIX
JOKYMEHTOB I10 BOIIpocaM obecrieueHust HH)OpMaIlMOHHON Oe3011acHOCTH;

NEPCOHAJIBHON OTBETCTBEHHOCTBIO Ka)KJOTO paOOTHHMKA 3a CBOM JEHCTBHS, Y4YaCTBYIOILEIO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B Mpoleccax aBTOMATU3WPOBAHHON 0OpabOTKH
MH(QOPMALMU U UMEIOILET0 AOCTYH K pecypcaM HHPOPMALMOHHBIX CUCTEM;

peanu3anyell TEXHOJIOTUYECKUX IIPOLECCOB OOpabOTKHM MH(OPMALIMU C HCIOIb30BaHUEM



KOMILUIEKCOB ~ OPTaHM3allMOHHO-TEXHUYECKUX MEp 3allUThl  MPOrpaMMHOTrO  OOecredeHus,
POTPaMMHO-aIapaTHBIX CPEJCTB;

NPUHSATHS MEp 10 00ecTiedeHNI0 (U3NIECKOH LIEITOCTHOCTH TIPOTPAMMHO-AMITAPATHBIX CPEICTB
UH(POPMAIMOHHBIX CHCTEM H TOJICP)KaHUEM HEOOXOAMMOTO YPOBHS 3aIUIIIEHHOCTH KOMIIOHCHTOB;

UCTIOJIB30BaHUsI MIPOTPAMMHBIX W MPOrPAMMHO-AIIAPATHBIX CPEACTB 3alIUTHl WHPOPMAIUN
oOpabateiBacMoM B (OOpa3zoBaTebHOE YUYPEKICHHE W aJIMUHHCTPATUBHOW TOJJICPKKON HX
UCTIOJIb30BaHUS;

KOHTPOJIA ~ COONIOACHUS  TIOJIB30BATEISIMH  MH(POPMAIMOHHBIX  CHUCTEM  TpeOOBaHMIA
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

npoBe/ieHus aHan3a 3(Q(OEKTUBHOCTH MPUHATBHIX MEP 3aIIUTHl HHOOPMAIMH ¥ TIPUMEHIEMbIX
cpeAcTB 3auuThl nHpopMaru B OOpa3oBaTebHOE YUPEKACHUE;

pa3paboTKM ¥ peau3alii MPEUIOKEHUH 10 COBEPUICHCTBOBAHHMIO CHUCTEM 3alllUTHI
uHpopmanuu B Komurer.

3 TMPUHIOHUIBI OBECIIEYEHUS HHO®OPMAIIMOHHOM BE3OIACHOCTHA

Obecnieuenne MHOOPMAIIMOHHONH 0€30MaCHOCTH, JOJDKHO OCYIIECTBIISATHCS B COOTBETCTBHU
CO CJIEAYIOUMMHI OCHOBHBIMU IPUHILIUIIAMHU:

IpyuHUMI 3aKOHHOCTH

[Ipu BeIOOpE MepompUATHIA 1O 3aIKuTe WH(POPMAIUU, TOHKHO COOIONATHCS JACHCTBYIOIIEE
3akoHoaTenbCTBO Poccuiickoit deneparun B chepe 3amuThl HHPOPMALIUH.

Bce paboTHMKM AOMKHBI UMETh IMpeACTaBlIeHUE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYILIECHUS
B chepe 3ammrel uHpopMmauuu. IIporpammHoO-anmapaTHble CpelICTBa, NpPUMEHSIEMbIE B
OOpa3oBarenbHOE YUpPEKACHHUE, JOJKHBI HMETh COOTBETCTBYIOIIME JIMLEH3UH, O(UIHATBHO
npruoOpeTaThes y MpeacTaBUTeNeH pa3pabOTUYMKOB 3TUX CPEICTB WM SIBIATHCS WHTEIUICKTYalIbHON
cobcTBeHHOCTHI0 OOPa30BaATEIBLHOTO YUPEHKIACHHUS.

IIpyHUMI CHCTEMHOCTH

[Ipu co3maHuu CUCTEMBI 3alIUTHl JOJKHBI YUUTHIBATHCS aKTyaJbHbIE YTPO3bl O€30MaCHOCTH
UHPOpPMALIMU, BO3MOXKHbIE OOBEKTHl M HANpPABJICHUS aTaK Ha HEE CO CTOPOHBI HAPYLIMTEICH.
Cucrema 3a1uThI 10JKHA CTPOUTHCS € YIETOM HE TOJIBKO U3BECTHBIX KaHAJIOB YTEUKU HH(OPMALINH,
HO ¥ C yYETOM BO3MOKHOCTH MOSBICHHUS HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIICUEHUH.

[pyuHIMI KOMIVIEKCHOCTH

KommiekcHoe MCToNIb30BaHUE CPECTB 3aLIUTHl MHGOPMAIIMK MPEIoIaraeT COrlaCOBaHHOE
IIPUMEHEHHUE MPU MOCTPOCHUH IIEJIOCTHONH CHCTEMBI 3alIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE
yrpo3bl 6e30macHOCTH MH(pOpMAIMU. 3aluTa JOJDKHA CTPOUTHCS SLIETOHHpOBaHO. DPu3nyeckas
3alUTa JOJKHA 00ecrieunBaThCsl GU3NUECKUMU CPEICTBAMU M OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHuM, BHEAPEHUHU U HKCIUTyaTalldi CUCTEMBI 3aIlUTHl HH(POPMAIUKA PYKOBOJICTBO
OO0pa3oBarenbHOE yUpexKIeHHe 00ecredrBacT yCiaoBHs s 3((HEKTUBHON KOOPIUHAINH JTCHCTBUAN
BCEX JIUII, 00ecTeuynBaoIuX HHHOPMAIMOHHYIO 0€30MacHOCTb.

IIpuHUIMII CBOEBPEMEHHOCTH

Pa3paboTka cucTembl 3alIUThl HHPOPMAIMKU JOJKHA BECTUCH MapajuiebHO C pa3paboTKOMN
U uHQOPMAIMOHHOW  CHCTEMBL. OJTO  TO3BOJHMT  y4ecTh TpeOOBaHUS  OE30MacHOCTH
IpU TPOEKTUPOBAHUU AaPXUTEKTYphl W, B KOHEYHOM cueTe, co3faTh Oomnee 3(ddexTuBHBIC
MH(QOPMALMOHHBIE CUCTEMBI, 00JIaJIAFOIINE TOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.

[IpuHOMN MpeeMCTBEHHOCTH

[TocTosiHHOE COBEPILIEHCTBOBAaHHME MEp W CPEACTB 3allUThl MH(GOpMAalMd Ha OCHOBE
MPEEMCTBEHHOCTH OPraHU3allMOHHBIX W TEXHUYECKUX PEHICHMI, KaJpOBOTO COCTaBa, aHaln3a
(GYHKIMOHUPOBAHUS HH(POPMAIMOHHBIX CHCTEM U CHCTEMBI €€ 3alUThl C y4€TOM H3MEHEHUM
B METOJaxX M CpeAcTBax IepexBara HHQPOpPMAIMH, HOPMATUBHBIX TpPEOOBAHWN MO 3alIUTe
UHpOpPMALINH.

IIpuHIUI 710CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha oOecreyeHne nH(HOPMAIIMOHHON O€30MTaCHOCTH M IICHHOCTH
MHGOPMAIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIlepOa OT UX pa3riIalieHus], yHUUTOKEHUS



U UCKaxeHus. Vcrmonp3yeMble Mephl M CpPEACTBA 3aIIUThl MH(GOpPMAIMH HE JOJDKHBI yXyAIIaTh
ProHOMHUYECKHE MOKa3aTeI KOMIOHEHTOB HH(POPMALIMOHHBIX CUCTEM.

IIpyHOMI OTBETCTBEHHOCTH

Bo3noxeHne 0TBETCTBEHHOCTH 3a o0ecredeHrne 6e30macHOCTH MHPOpMaluu U ee 00paboTKU
Ha KaXJ0ro pa0OTHUKA B TpeAeiax €ro IMOJHOMOYMH. B COOTBETCTBMHM C 3THM NPHHIUIIOM
pacripesiesieHue IpaB U 00si3aHHOCTEH PaOOTHUKOB CTPOMTCA TAaKUM 0Opa3oM, 4TOObI B ciydae
JI1000r0 HapyUIeHHs ObLT U3BECTEH HAPYIIUTENb.

IpuHOMN 000CHOBAHHOCTH M TEXHUYECKOH peain3yeMocTH

WNHpopManroHHbIE TEXHOJIOTHH, TPOrPAMMHBIE U MTPOrPaMMHO-AIApaTHBIE CPEICTBA, MEPHI
3alIUThl MHGOPMALMK JOJKHBI OBITh peaM30BaHbl [0 COBPEMEHHBIM DPELICHUSM, 0OOCHOBaHBI
C TOYKH 3PEHUS JOCTIKCHHS 33aJJaHHOTO YPOBHS 3alIUIIEHHOCTH WH(MOPMAIMA U YIKOHOMHYECKON
11eJ1IeCO00pa3HOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMaM M TpeOOBaHMUAM
1o 6€301acHOCTH UHPOPMAIIH.

IIpuHuun npogeccnonaanzma

Peanmzanust Mep 3amuThl MHPOPMAMK W HKCIUTyaTalusl CPEICTB 3aIIUTHl WH(GOpMAIHU
JIOJDKHA OCYLIECTBIATHCS MPOPECCHOHATBHBIMU CIICLUATUCTAMHU.

[TpuBneueHme crienuaM3UPOBAHHBIX OpPraHU3AIMA K Pa3pabd0TKe CPEICTB U pean3alud Mep
3alUThl MH(MOPMALMH, MOATOTOBIEHHBIX K KOHKPETHOMY BHUJY AEATEIBHOCTU MO 00ECIEeYeHUIO
0e301macHOCTH MH(POPMALTMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHYECKOW padOTHI M JIMLIEH3UHU HA
IpaBO OKa3aHUs yCIyT B 3TOM o0nacTu.

IIpyHIMNI MUHIMHM3ALUH IPUBHJIETHI 0JIb30BaTeJIei

Obecneyenue noab30BaTeIe NPUBWIETUSIMA MUHUMAIIBHO J1I0CTaTOYHBIMU ISl BBIIIOJTHEHUS
MMH CBOUX JIOJDKHOCTHBIX 00si3aHHOCTEN B O0Opa3oBaTeNbHOE YUPEKICHHE.

4 OCHOBHBIE TPEBOBAHUA 110 3BAIMTE NHOOPMALIUU
OI'PAHUYEHHOTI' O JOCTYIIA

Cucrema 3amuThl MHOOpPMALUU JTODKHA MPEAyCMaTpUBATh KOMIUIEKC OPraHM3allMOHHBIX,
INPOTPaMMHBIX U MPOTPaMMHO-AMIMAPATHRIX CPEJICTB U MEp IO 3amuTe WH(pOpMAIMU B IpoIecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTHraeTcs 3a CUeT peaju3alMy Ha 00beKTax MH(OpMaTH3aIUU
Mep TI0 3aIIUTe HHPOPMAIINH:

UICHTUPHUKAIMY U ayTeHTU(UKAIMH CyOBEKTOB JOCTyINa U 00BEKTOB JI0CTYIIA;

YIIPaBICHHUIO TOCTYTIOM CYOBEKTOB JIOCTYyTIA K 0OBEKTaM JIOCTYIIA;

OTPaHUYEHUIO TIPOTPAMMHOM CPEJIbI;

3aIIMTe MAIIMHHBIX HOCUTEJICH EPCOHATIBHBIX TaHHBIX;

peructpamnuu cCoOObITHII 0€30aCHOCTH;

AHTUBUPYCHOM 3aIIUTE;

00Hapy>KEHUIO BTOP>KEHHIA;

KOHTPOJTIO (aHAJN3Y) 3alUIICHHOCTH NePCOHAIBHBIX TaHHBIX;

00eCTIeYeHHIO LIEIOCTHOCTH MH(POPMALMOHHOW CUCTEMBI U TIEPCOHAIBHBIX TaHHBIX;

00ecIeYeH IO JOCTYITHOCTH MEPCOHABHBIX JaHHBIX;

3alUTHI CPEJIbl BUPTYyaln3alliig;

3aIIUTHl TEXHUYECKUX CPEJICTB;

3alIMThl HHPOPMAIIMOHHON CUCTEMBI, €€ CPECTB, CUCTEM CBS3H U Iepeayl JaHHbIX;

BBISIBJICHUIO MHIMJICHTOB U pearupoBaHKe Ha HUX;

YIpaBJICHUIO KOH(PUTYparuei HHPOPMaITMOHHONW CUCTEMBI M CUCTEMBI 3aIIUTHI TEPCOHATBHBIX
TTAHHBIX.

OO6pa3zoBarenbHOE yupexaeHue, kak o0nagaTenb HHPOPMALMU OTPaHUUYEHHOTO JIOCTYTIA, IPU
OCYIIIECTBIICHIH CBOUX IPaB 00sI3aHO:

co0III01aTh MpaBa U 3aKOHHbBIE HHTEPECHl HHBIX JIUIL;

NPUHUMATh HEOOXOAMMBIE MEPHI 110 3aIIUTE HH(OPMALIUH;

OTpaHMYMBATH JOCTYN K HWHPOpPMAlMH, €cOd Takasg O0OA3aHHOCTh  yCTaHOBIICHA
3aKoHOJaTeNbCTBOM Poccuiickoit denepaiuu.



B Tom wumcine OOpa3zoBaTenbHOE YUpPEKICHHE, BIPABE €CIM HWHOE HE NPETyCMOTPEHO
3aKkoHoJarenbeTBOM Pocceniickon denepanuu:

pa3pelaTh Uik OTPaHUYUBATh JOCTYH K UH(POPMAILMH, ONPEAEIISTh MOPSIIO0K U YCIOBUS TaKOTO
JIOCTYTIa;

MCTIOJIB30BaTh HH(OPMAITUIO, B TOM YHCJIE PACTIPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHHIO;

nepeAaBatb MHGOpPMAIMIO JAPYTMM JIMIAM HAa YCTaHOBJIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanyy OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMM 3aKOHOJaTeabcTBOM Poccuiickoil denepannu cnocobamu cBoU
npaBa B CIy4ae HE3aKOHHOTO TOIyYEeHUsI HH()OPMAIK WK €€ HE3aKOHHOTO UCTIONb30BaHUSI HHBIMU
JULAMU;

OCYUIECTBIIATh HMHBIE JNEUCTBUSA C HMH(OpMaIMed WM pa3peliaTh OCYIIECTBICHHE TaKUX
NeMcTBUM, ecnmu 3TH  JeHCTBHA HE MpOoTHBOpeyaT QenepajbHbIM 3aKOHAM M JIPyTHM
HOPMAaTUBHO-IIPAaBOBbIM akTam Poccuiickoit @enepanum.

3ammra HMH(QOpPMAUUMM  OTPAaHUYEHHOrOo  JOCTyNa IpeJCTaBilseT coO0oi  NIpuHATHE
OpraHU3aI[MOHHBIX U TEXHUYECKUX MEp, HAIIPaBJICHHBIX HA:

coOumo/ileHre KOH(PUACHIMATbHOCTH MH(pOpMauK (MCKIIIOUEHHE HETPaBOMEPHOro JOCTYyIa,
KOTIMPOBAHUS, IPEIOCTABIICHUS WM PACIPOCTPAHEHUS HH(POPMAIIHH);

o0ecrieyeHue 1eI0OCTHOCTH HH(OopMaIK (UCKII0OUEHHE HEMPaBOMEPHOTO YHUUYTOXKEHHUS
WA MOJU(PHUIMPOBAHUS HHDOPMAITUH);

peanu3aluio npasa Ha JOCTYI K HHPOpPMaLUH (UCKIIOYEHHE HETIPABOMEPHOTO OJIOKUPOBAHMS
UHPOpPMALINN).

CpenctBa 3amiuThl HH(GOPMALMKM BHEAPSIOTCS 10 PE3yjbTaTaM MPOBEJIEHHs OLEHKH PUCKOB
UH(POPMALMOHHON OE30MTaCHOCTH.

Opranunzanus 3amuThl HHGOPMaUN

[lpu opranmzammu B OOpa3oBaTeNbHOE YUPEXKICHHE 3allUThl WH(POPMALWHU, IOJDKHBI
BBINOJIHATBECSL TpeboBanus denepanbHoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 unpopmanmu,
UH(QOPMALMOHHBIX TEXHOJOTHUAX U O 3allUTe MH(POPMALUN», KOTOPBIE PErYJIHPYIOT OTHOILICHHMS,
CBSI3aHHbIE
C YCTQHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM pekuMa 00pabOTKU 3aluinaeMoi nHPOpMAaIIHH.
B tom umciie TpeboBanus 0 3amuTe WH(OOpPMAIMU, HE COCTaBIAIONICH TOCYIapCTBEHHYIO TalHY,
coJepxalieiics B TOCYZapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMax YTBEPXKJCHHBIC MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepx)aeHUU TpeOOBaHHI O 3amuTe WH(OpPMAIUH,
HE  COCTAaBJLIOLIEN  TOCYJApCTBEHHYIO  TaliHy, COJEpXKalleWcs B IOCYJAapCTBEHHBIX
MH(QOPMALMOHHBIX CUCTEMax» JUIsl TOCYAAPCTBEHHBIX WH(GOPMALMOHHBIX CHCTEM IO KOTOPBIM
Komurer sBisiercst Onepatopom.

B O0pa3zoBarenbHOM yupeKACHUN TIOMUMO PeATu3aliii OCHOBHBIX MEp 3alUThl HH(GOpMaLUU
OCYLIECTBIISAETCS:

peryjsipHas OLEHKa M  yNpaBIE€HUWE pPUCKaMU HH(POPMALMOHHON  0€3011acHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU IPOIIETypaMH B 00JIACTH YIPABJICHUS PUCKAMU;

uH(opmMupoBaHue, oOyueHue u MTOBBIIICHNUE KBaTHM(UKAITIH PabOTHHUKOB
O06pa3oBaTenbHOTO yUpeKIeHUS B chepe HHPOpMamoHHONH 6€30MacHOCTH;

METOAMYECKass IOMOINb pabOTHMKaM B BOMpocax oOecreueHus HWHPOPMAIMOHHON
0e30IMacHOCTH;

aHAJIM3 ¥ ITOMCK BO3MOKHOCTEH 110 MOBBILICHUIO YPOBHS 3alIUIEHHOCTH HHPOPMALIUH.

st opranu3anuu 3ammThl HHGopManuu, OOpa3oBaTebHOE YUPEXKICHUE BIPaBEe IPUMEHSTh
CpeACTBa M METOJbl TEXHMYECKOW 3alllUThl, NpPEANPHUHUMATh ApPYrHe, HE MPOTUBOpEYallne
3aKoHonarenscTBy Pocculickon denepanuu, Mepsl.

B pamkax obGecrnieueHus 3a1uThl HHGOpMaIUK, B paMKaX TPYAOBBIX OTHOILIEHUH HEOOXOIUMO
03HAKOMUTH O] POCIHCH PaOOTHHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUK OTPaHUYEHHOTO JIOCTYTIA,
HEOOXOUM JUIsl BBIMIOJIHEHUS] UMU CBOMX JOJKHOCTHBIX OOs3aHHOCTEH, ¢ MepeuHeM HH(popMaluu
OTPaHUYEHHOTO JOCTyNa, W NPUHATHIMH B OOpa3oBaTeIbHOM YUYPEKACHUH MepamMH 3allUThl
nHpopmaIuu.

Oco00eHHOCTH 3alUTHI NEPCOHATBHBIX JAHHBIX



[Tpu opranmzanmu o0paboTku B OOpa3oBaTeIbHOM YUYPEKICHHH IMEPCOHATBHBIX JTAHHBIX
HE00X0IMMO PyKOBOJACTBOBaThcs TpeboBaHusaMu PenepanbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O nepcoHaNbHBIX JAHHBIXY.

[TepeueHbp Mep, BBINOJHEHHE KOTOpPbIX oOecneuuBaeT OOpa30BaTeNbHOE YUpEXKICHHE B
KayecTBE OIepaTopa MEePCOHAIbHBIX TAaHHBIX, TOJKEH BKIIOYATh:

Ha3zHaueHue B OOpa3oBaTeIbHOM YUPEXKJIEHHUH OTBETCTBEHHOTO 3a OpraHM3aluio o0paboTKU
NEPCOHAIbHBIX IaHHBIX;

pa3paboTKy JOKYMEHTOB, ONpPENEISIIONUX MpaBUiia B OTHOILIEHHMH 00pabOTKU NMEePCOHATBHBIX
naHHbIX B OOpazoBaTeNbHOM YUpEKJIEHUH, JIOKAIbHBIX aKTOB II0 BOMpocaM 00pabdoTKH
HEePCOHATIbHBIX JAHHBIX;

NPUMEHEHHE OPTraHM3AlMOHHBIX M TEXHHUYECKMX Mep N0 olecredeHnio 0e30macHOCTH
MEPCOHANIBHBIX JTAHHBIX B COOTBETCTBHM cO cTaThed 19 depepanbHoro 3akona ot 27.07.2006
Ne 152-03 «O nepcoHalbHBIX JaHHBIX);

BBINOJIHEHHE TPeOOBaHUHN MO COCTAaBY M COACP)KAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKHX MEp
1o o0ecrevyeHnIo 0e30MacHOCTH NePCOHANBHBIX JaHHBIX MPH X 00paboTke B WHPOPMAIIMOHHBIX
CUCTEMaxX MEPCOHANbHBIX NaHHBIX yTBEpKAEHHBIX [Ipnkazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBepKIEHUH COCTaBa U COACPIKaHUS OPTaHU3AIMOHHBIX H TEXHUYECKUX MEP TI0 00ECIICYCHUTO
0€30IaCHOCTH NEepPCOHANbHBIX JaHHBIX HpHU HMX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX);

OLIEHKY BpeJa, KOTOpPBIH MOXXET ObITh NPUYMHEH CYObEKTaM IMEepCOHAJIbHBIX JAHHBIX
B ciydae HapyuieHus PexnepanbHoro 3akoHa Ne 152-D3, cooTHOILIEHHE YKa3aHHOTO Bpena
U NIPUHUMAEMbIX ONEPAaTOPOM MEp, HalpaBJIEHHBIX Ha OOecreueHHe BBITOJHEHHUS OO0S3aHHOCTEM,
npexycMoTpeHHbIX PenepanbHbIM 3akoHOM Ne 152-D3;

O3HaKOMJIEHHE  paboTHMKOB  OOpa3oBaTeNbHOTO  YUPEXKICHHS,  HEMOCPEACTBEHHO
OCYIIECTBISIIONINX 00pabOTKYy TEpPCOHANBHBIX JAaHHBIX, C TIOJOXCHUSMH 3aKOHOAATEIbCTBA
Poccuiickoit ®dexepany 0 NEPCOHAIBHBIX AAHHBIX, B TOM 4HCJIE TPeOOBAHUSAMHU K 3alIUTE
NEPCOHANBHBIX JAaHHBIX, JOKYMEHTaMH, OIpeaessiomumMu TpedoBanus OOpa3oBaTeNbHOIO
YUPEKIEHUS B OTHOIIEHUN 00paOOTKHU MEPCOHATBHBIX JAHHBIX M 00yYeHHE, TPU HEOOXOIUMOCTH,
yKa3aHHBIX pa0OTHUKOB.

ObecneuyeHne 06€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX JOCTHIAeTCs, BYACTHOCTH!

ONpeNelieHneM  Yrpo3 W HapymuTeneil  0e30macHOCTH  MEPCOHAJBHBIX  JITAHHBIX
pu uX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMAaxX NEPCOHATBHBIX TAaHHBIX;

ONpEICIICHUEM YpPOBHS  3alMIIEHHOCTH IEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [loctanosnenus [IpaButensctBa Poccuiickoit @eneparum ot 01.11.2012 Ne 1119
«O0 yTBepkIeHMH TpeOOBaHMH K 3allUTe TMEPCOHANBHBIX JaHHBIX MPH HX 00pabdoTke
B MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX);

IPUMEHEHUEM MPOIIEIINX B YCTAHOBJICHHOM IOPSIKE MPOLEAYPY OLIEHKH COOTBETCTBHS
CPECTB 3alUThI HH(pOpMaLuy;

OLIEHKOH >(PEKTUBHOCTH NMPUHUMAEMBIX MEp IO 3allUTe MEePCOHANBHBIX JaHHBIX JI0 BBOJA
B HKCILUTyaTal|io HH(HOPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHBIX;

BOCCTAHOBJIEHUEM MEPCOHAIBHBIX JAHHBIX, BCIEACTBUE MOIYUYEHHUsS] HECAHKIMOHUPOBAHHOIO
JIOCTyTIa K HUM;

YCTaHOBJICHMEM TPaBWJI JOCTyHa K TMEPCOHAJIBbHBIM  JaHHBIM, 00padaThIBaCMbIM
B MH(POPMALIMOHHBIX CHUCTEMAax IEPCOHAIBHBIX AAHHBIX, a TaKKe OOECIEUEHMEM pPETUCTpaluu
U y4eTa BCeX JICHCTBHIA, COBEPIIAEMBIX C MIEPCOHAIBHBIMU JAHHBIMU B MH(POPMALIMOHHBIX CHCTEMAaX
NEPCOHAIBHBIX JAHHBIX;

KOHTPOJIEM 3a IIPUHUMAEMBIMHU MEpaMHU 0 3aLUTE MEPCOHATBHBIX JAHHBIX U ONPEIEICHHOTO
YPOBHSI 3aIlMIICHHOCTH HMH()OPMAIMOHHBIX CHCTEMaxX IE€PCOHAIBHBIX JaHHBIX B Ipolecce
€€ 3KCIUTyaTalHH.



S OCHOBHBIE TPEBOBAHUA K IIPOHECCAM OBECIIEYEHU A
WH®OPMAIIMOHHOM BE3OITACHOCTHA

MeTtoandeckoe pyKOBOJICTBO, pa3pabOTKy pelIeHui 1o 3amuTte nHPOpPMAIHH, COTIaCOBAHHE
BbIOOpa CPEJCTB BBIYUCIUTENBHON TEXHHUKH, MPOIPAMMHBIX M IMPOTrpaMMHO-alIapaTHBIX CPEICTB
3alIUThl WHGOPMAIMH, OPTaHU3AIMIO PabOT IO BBISBICHUIO BO3MOXXHOCTEW W MPEIYNPEKICHUIO
yT€YKH M CBOMCTB 3alUIIaeMod HH(pOpMAlMM, aTTeCTAlMi0 OO0BEKTOB HH(OpMaTH3aLUU
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYPHBIE mopa3aencaus O0pa3oBaTeIbHOTO YUPESHKICHHS.

dusznyeckas 06e30MaCHOCTh

[lpunsiTBIE  OpraHW3alMOHHBIE ¥  TEXHWYECKHME MEpbl 10  3aIIUTe  ITOMEIICHHH
OO0pa30BaTenbHOTO  YUYPEXKIEHHUs, CEPBEPHOrO UM KOMMYTAIMOHHOIO  00OpyIOBaHMA,
ABTOMATH3MPOBAHHBIX pab0UNX MECT MOJIb30BaTeNei MHPOpPMAaMOHHBIX cucTeM OOpa3oBaTeIbHOTO
YUPEKACHUS 00ECTIEUNBAIOT PEATH3ALMIO CIEIYIOIUX Mep TO:

pasTpaHUYCHHUIO JIOCTyNa pabOTHUKOB B momemieHus OOpa3oBaTeNbHOTO YUYPEXKICHUS B
COOTBETCTBUM C UX NOJTHOMOYUSIMHU U JTOJKHOCTHBIMH O0S3aHHOCTSIMU;

peructpanu (GakToB BXoJa pabOTHUKOB B TIOMEIIEHUS B KOTOPBIX BeAeTcs 00paboTka
NEPCOHAIBHBIX JIaHHBIX;

KOHTPOJIMPYEMOMY TPEOBIBAHUIO TOCTOPOHHUX Juil B OOpa3oBarenbHOE YUPEXKICHHE B
IIOMEIIEHUS, B KOTOPBIX BeeTcsl 00paboTka nH(pOpMalMK OIPaHUYEHHOI0 JIOCTyNa U pa3MelleHbl
amrmapaTHble CpeCTBa HHPOPMAIIMOHHOHN CUCTEMB,

OpraHu3alluy peXUMa KOHTPOJIMPYEMOI0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(pOPMAIIHH.

[Tomemenuss OOpa30BaTENBLHOTO YUPEKICHUS JOJIKHBI ObITh 000pY/10BaHbI I€TEKTOPAMHU OTHS
U JIbIMa, OTHETYUIMTEISIMM, CHUCTEMaMM KOHJUIMOHUPOBAHMS BO3/yXa, CPEICTBAMH OXPAHHO-
MIO’KAPHOM CUTHAIU3aLAH.

OcHOBHOE cepBepHOE M KOMMYTalMOHHOE o0OopynoBaHue OOpa3oBaTelbHOE YUPEKICHHE
JOJDKHO OBITh 3alllMIICHO OT TepedoeB B TOJaue 3JIEKTPOIHEPTHH ITyTeM TMOIKIIOUEHHS K
9JIEKTPOCETH C MPUMEHEHHEM HCTOYHMKOB OecrepeOOMHOro MUTaHWs M PE3EPBHOTO JU3EIb-
rereparopa. lMcrounuku OecrepeOOHHOr0 MUTAHUS HEOOXOAWMO pEryJIsipHO TECTUPOBATh WU
IPOBEPATh YNOJIHOMOYEHHBIM paboTHUKaM OOpa30BaTENbHOrO YUpPEXKICHHUS B COOTBETCTBHU C
PEKOMEHIAUSAMU POU3BOIUTEIIS.

[TopTaTuBHBIE TEXHUYECKHE CPE/ICTBA HE JJOJKHBI OCTABATHCS 3a IpeAeIaMU KOHTPOIUPYEMOn
30HBI KomMuTeT 6€3 KOHTPOJIs CO CTOPOHBI pab0THHKOB OOPa30BaTENLHOTO YUPEKACHUS.

Be3onacHocTh Ha paGoyem MecTe

3ampemaercss BECTH 3allUCh MApoJied B OTKPHITOM BHJE Ha MaTepHaJbHBIX HOCHTEJS,
3a UCKJIIOUCHHUEM CIIy4aeB, PErIIaMEHTHPOBAHHBIX METO/I0B XPAHEHHUS.

JIOKyMEHTbI UM HOCHUTENHM C WH(pOpPMalKeH OTrpaHWYCHHOTO AOCTyIa JOJDKHBI YOHpaThCs
B oleyaTeiBaeMble MecTa (ceiidbl, mkadpl W T.OI.), NOpU yXolIe ¢ pabodero MecTa.
Ha aBromatusupoBanHoM pabouem Mecte Ilonp3oBarens pabodas ceccusi JODKHA OBITH IIPEepBaHa,
pabounii crosn 3abnokupoBaH. Bxonx mnonb3oBaTenss B CHUCTEMY HE JOJDKEH BBINNOJIHATHCS
ABTOMATHYECKHU.

JlokyMeHTBI, cofepaKalie HHPOPMALIUIO ONPAaHUYEHHOI0 10CTYTIA, TO0JIKHBI Cpa3y U3bIMaThCS
U3 TeYaTarolluX YCTpoWcTB. [l yTunu3anuu KOH(QUACHIUAIBHBIX JIOKYMEHTOB, JOJDKHBI
UCIIOJIb30BaThCsl YHUUYTOXKHUTEIM JOKYMEHTOB HE HIDKE 4 ypOBHS 10 CTaHIApTy O€30IacHOCTH,
OPUMEHIEMOMY K YHUUYTOXKUTEIISM JOKYMEHTOB.

[Ipu wucnons30BaHMM MOOWMIIBHBIX TEXHMUYECKHX CpPEICTB HEOOXOIMMO COONIOAaTh
JIOTIOJTHUTEJIbHBIE MEpBl MO PErJaMEHTAllMd W KOHTPOJIO MCIIOJIb30BaHHUS B HH(OPMAIIMOHHON
cUCTEME MOOMIIBHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenue mnpeacTtaBuUTeNneil IOPUAMYECKHX JUII B PaMKax HCIOJHEHUS JOTOBOPHBIX
00513aTeILCTB B TOMEIICHHUSIX B KOTOPBIX BeACTCS 00paboTka nH(pOpMAIIMK OTPAaHUIEHHOTO JIOCTYTIa
UH(POPMALIMOHHOM CUCTEMBI, BOBMOYKHO TOJIBKO B CONPOBOXAECHUHU paboTHHKA OOpa3oBaTeNbHOIO
YUPEKIEHUS, HOMYIIIEHHOTO 10 00pabOTKH Takoi MHGOpMAITIH.

Pa3mernienne TeXHUUECKUX CPEACTB BbIBOJIA MH(POpManuu B moMenieHusx O0pa3oBaTenbHOTO
YUPEKACHUS MPOU3BOAUTCS C YYETOM MCKIIOYEHHS BO3MOYKHOCTH BH3YaJbHOI'O IPOCMOTpA



UHPOPMALIMK TOCTOPOHHUMH JIMIIAMH M paOOTHMKAMH, HE JOMYIICHHBIM K paboTe C JaHHOU
uHpopManuei.

TexHIUECKHE CPECTBA TOIHKHBI pa3MENIaThCsl U XPaHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHTh
BO3MOJXKHBII PUCK MOBPEXKICHHS U YTPO3bl HECAHKIIMOHUPOBAHHOTO TOCTYTIA.

Texnnueckoe o0caykxUBaHUE 000PYI10BAHUSA

Texuuueckue cpenctsa OOpa3oBaTETLHOTO YUPEKICHHSI JOJDKHBI MPOXOAUTH HA PEryJIsipHON
OCHOBE CEpBHCHOE OOCITYy)XKMBaHWE B COOTBETCTBHUHM C PEKOMEHIANUSMHU TPOU3BOIAHUTEICH
000pyI0BaHUs.

PemoHT ® cepBUCHOE OOCITy)XHBaHHUE OOOPYIOBAHUS OJDKHBI BBIOJIHATHCS TOJIBKO
KBaJTM()ULIMPOBAHHBIMU CTICIIHATTUCTAMH.

TexHnueckoe OOCITy)KMBaHHE OOOPYIOBaHUS CTOPOHHHMH OpraHH3alHUAMUA HE JOJDKHO
MPUBOIUTH K PUCKY HApYIICHUS KOH(DUIESHIINATILHOCTH 3aIluiiaeMoi nHGopMaIuu.

B3aumopneiicTBHe ¢ TPeTHUMH JTULIAMU

B nensax obecneuenus: nunpopmanronHoii 6e3omnacnoctu O0pazoBaTeNbHOE YUpEKACHUE TPU
B3aWMO/JICHCTBHUHU C TPETHUMHU JIUIIAMH JOJDKHO BBITIOJHATH CIEAYIONINE MEPOTIPHUSTHS TO:

3aKJIIOUEHHUIO0 COTJIAIlIEHHs O HepasMIallleHnH WH(OpMali OTrpaHUYEeHHOTO JOCTYyIa
TIOJTYYCHHOM B XOJ/I€ MCTIOJTHEHUS IOTOBOPHBIX 0053aTEIILCTB;

OCYIIECTBIICHUIO KOHTPOJS 3a JACWCTBUAMU MPEACTaBUTENEH KOHTPAareHTOB B Mpelenax
KOHTPOJIMUPYeMOii 30HbI OOpa30BaTEIBHOTO YUPEHKICHHUS.

YrnpaBjieHue ;KU3HEHHBIM HHKJI0M HHGPOPMAMOHHBIX CHCTEM

MepomnpusTrs B poriecce JKU3HEHHOTO IIMKJIa HHPOPMAMOHHBIX cucTeM OOpa3oBaTeIbHOTO
yUpEeXJIeHUsI JODKHBI ObITh HAampaBieHbl Ha OOecrleueHue 3alMThl HHPOpPMAIMH TpU BBOJE B
JIeicTBUE, DKCIUTyaTaI[lH, COTIPOBOXKICHUH 1 MOJICPHU3AIINH, BEIBOJIA M3 SKCILTyaTallHH.

OcHoBaHueM TMpu pa3paboTke HH(YOPMAIMOHHBIX CHCTEM JOJIKHBI SIBISITHCS pPEIICHUS
NpUHATHIE Ha cTaaud (QOpPMHpPOBaHUS TpeOOBaHWH, conepXKamue TPeOOBaHUS B TOM UHUCIE
M0 CUCTEME 3aIIUTHI HH(POPMAIIHH.

JIro6oe muaHupyemMoe K BHEIPEHUIO U3MEHEHHE HH(POPMALIMOHHOM CUCTEMBI MTPEIBAPUTEILHO
JOJKHO  OBITh ~ MpPOAHAIM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHUE  HapyUICHH
paboToCIOCOOHOCTH CUCTEMHBIX KOMIOHEHTOB B TOM YHUCIIE CPE/ICTB 3aIUTHI HHPOPMALIUH.

PaGotel mo MoxaepHM3anuu HHPOPMAIMOHHON CHCTEMBI, B TOM YHCIE IO YCTaHOBKE
POTPaMMHOTO 0OecIieueHus] 1 OOHOBJICHUH, TOJIKHBI IIPOBOJAMTHCS B HEpaboUyee BpeMsl HITH BpeMs
HaWMEHbIIIeH pabouel Harpy3KH.

[Ipu BbIBOAE U3 OHKCIUTyaTallMl HMH(OPMAIIMOHHBIX CHUCTEM JIOJDKHO OOECIIeYMBAThCS
rapaHTUpOBaHHOE ynajeHue oOpadaThiBa€MON U XpaHUMON B HUX UH(OPMAILIMH C UCTIONb30BAHUEM
CPEICTB rapaHTHMPOBAHHOTO YHMYTOXKEHUS MHPOPMALUU WU MyTeM (PU3HUYECKOTO YHHUUYTOKECHHUS
HOCHUTEJICH HH(POPMAIIHUH.

Bce mpouenypsl oOecrieueHust 3amuThl  MH(QOpPMaLuU, ycTaHOBIeHHble B Komuter
B OTHOUICHHMH HWHQOPMAIIMOHHBIX CHCTEM, JOJDKHBI BBIMOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAMH 32 OPTaHU3aLHUI0 Pa0OT MO 3aIUTe HUH(OOPMALIHH.

KoHTpoasb gocTyna Kk MH(PpOPMALMOHHBIM CHCTEMaM

Bce pabotHuku  OOpa3oBaTenbHOTO  YUpPEXKICHHs, JOMyLIEHHBIE K  pabore ¢
WHGOPMALIMOHHBIMU ~ CUCTEMaMH, HECYT TMEPCOHAIbHYI0 OTBETCTBEHHOCTh 3a HapyIllIEeHHUs
YCTaHOBJICHHOT'O MOPsAIKa 00pabOTKN HHPOPMALIUH.

YpoBeHb TOJHOMOYMI MOJB30BaTENsI B HMH(POpMaMOHHON cucteme (OOpa3oBaTEIBLHOTO
YUPEKACHUS TOJDKEH ONPEAETATHCSA B COOTBETCTBUH € €0 JOHDKHOCTHBIMU 00S3aHHOCTSIMH.

Hoctyn nonb3oBateneit K ”HGOPMAIMOHHBIM ciucTeMaM KoMUTET 10JKeH KOHTPOJIUPOBATHCS
aJIMUHUCTPATOPOM UH(OPMAIIMOHHON CUCTEMBI.

OcyiiecTBiIeHHE PEryISIPHOTO KOHTPOJIS BHIIOJHEHHS] OPraHU3allMOHHO-PACTIOPSAUTEIbHBIX
JIOKYMEHTOB, KaCaloIIMUXCsl perJIaMeHTaluH A0y cKa paboTHUKOB OOpa30BaTEIbHOTO YUPEKICHUS K
MH(GOPMALIMOHHBIM CHCTEMAM.

Nnentunduxanus v ayreHTUPUKATMS

Joctyn momnb3oBaTeneld K MHPOPMAIIMOHHBIM CHCTEMaM JOJKEH IMPEIOCTaBIATHCS TOJBKO
1I0CJIE YCTICIIHOTO 3aBEepIICHUS HICHTH(PUKALINY, ayTeHTU(DHUKAIIH.



[Tonyyenne moNB30BaTEIeM HMMEHH B WH(POPMAIMOHHON CHUCTEME M TMapoJisi, KOTOpHIC
o0ecneynBaroT AOCTYI K MHOOPMALIMOHHOW CUCTEME, TOJIKHO OCYLIECTBIATHCSA MO MPEACTABICHUIO
PYKOBOJUTEISI CTPYKTYPHOTO MOIPa3/ICICHHUS.

YnpasJieHue 10CTYIIOM

B OO0pa3oBarenbHOM YYPEXKICHHH JODKHO OCYIIECTBISATHCS YIPABICHHE HOCTYNIOM K
UHGOPMAIMOHHON CHCTEME MOCPEACTBOM pealu3allid HEOOXOJUMBIX METOAOB, THUIOB U TMPaBHI
pasrpaHWueHHsT JOCTyNa TOJbh30BaTesIM  WHGOpPMAMOHHON cucteMbl  OOpa3oBaTeNbHOTO
yupexaeHus. B Tom yucie obecriedeH 3alllMICHHBINA YJAICHHBIH TOCTYN CyOBEKTOB IOCTyMa K
00BEKTaM JOCTYyIIA Yepe3 BHEIIHNE HH()OPMAITMOHHO-TEIEKOMMYHIUKAIIHOHHBIE CETH.

Be3onacHocTh npu padoTe ¢ HOCUTEISIMU HHPOPMAITU

PaGotHuku OOpa3oBaTeNbHOTO YUYPEXKACHHUS] AOJKHBI HCIOJIB30BaTh TOJIBKO YUYTEHHBIE
ChEMHbIE MAITUHHBIE HOCUTENN UH()OPMAILIMHK ITIS1 BHITIOTTHEHUS CBOMX JIOJKHOCTHBIX O0S3aHHOCTEH.
Hcnonp3oBaHne CheMHBIX MalIMHHBIX HOcUTeneld mHpopMarun B KOMUTET B MHBIX HENSX CTPOTO
3ampenieHo.

CheMHbIe MaIIMHHBIE HOCUTENN HH(OPMAIIMH JODKHBI XPAHUTCS B ONIEYaThIBAEMBIX MIKagax,
B MIOMEIIEHUSIX B KOTOPBIX MPeIycMOTpeHa 00paboTka nHGOpMaluyu OrpaHUYEHHOTO JOCTYTA.

B ciydae kpaku WM MOTEPH CHEMHOTO MAIIMHHOTO HOCUTENST HH(OPMAINH, a TAaK)Ke UHBIX
WHIIUICHTOB, KOTOpPbIE MOTYT MPHUBECTH K HApPYIICHUIO CBOWCTB MH(OpPMAIMHM OTPaHUYCHHOTO
JIOCTYTIA, TOJHKHBI TPOBOIUTHCSI MEPOIPHUSATHS 110 PACCIICTOBAHHUIO TAKUX MHIIHICHTOB.

[Tpu BBIBOAE M3 IKCIUTyaTallUd ChEMHOTO MAlTMHHOTO HOCHTENST MH(POpPMAIUH, BCE TaHHBIC,
XpaHsIIMecss Ha HEM, JIOJDKHBI ObITh yJaJIeHBl ONMpPEeIEHHON KOMHUCCHEH W3 YHcia pabOTHUKOB,
CPEIICTBOM rapaHTUPOBAHHOTO YHUUYTOXKEHUS HHPOPMAITHH.

@akt yHWUYTOXXEHUS WHPOpPMAIMM HAa CHEMHOM MAalIMHHOM HOCHUTeNe WH(POpMAIuu
dukcupyercs B akTe 00 YHUYTOXKEHMH HH(POpPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHUTENS
UHpOpPMAIINH.

Perucrpanusi co0bITHI

B OO0pazoBaTenbHOM YUpEKACHUU JOJDKHA OCYIIECTBIATHCS PETUCTPALIMH  COOBITHIA
0€30MacHOCTH
Ha BCEX KOMIIOHEHTaX HH(POPMALMOHHBIX cucTeM OOpa3oBaTENbHOTO YUYPEkKACHUS, B KOTOPBIX
obOpabaTeiBaeTCs 3amuiaeMas nHGopmarus.

AHTHUBHPYCHAS 3a1IUTA

B mensax oOHapykeHMsI W YCTpaHEHHUS BpEIOHOCHBIX mporpamMm B OOpa3zoBaTelbHOM
YUPEXKICHUU JTOJDKHBI UCIIOJIB30BAThCS CPEJICTBA aHTHUBUPYCHOMU 3aIUTHI HH()OPMAIIHH.

O0s3aTeNbHOMY KOHTPOJIIO CPEACTBOM AHTUBUPYCHOM 3amMThl MHGOpPMAIUU JOJKHA
nojuiexarb Jr06as wuHpopMmanus (TEeKCTOBble (aiinbl M00bIX (opMaToB, Gailibl TaHHBIX,
ucrnojHsiemMble (Gainbl), Tojdydaemas M IepeJaBaeMasi MO JIOKAJIbHOM BBIYUCIUTEIBHONM CETU
B TOM 4YHCIIE U CETSAM OOIIEro TMOJbh30BaHUS, a Takke WH(GOpMAalWs, XpaHUMas Ha CbhEMHBIX
MAaIIMHHBIX HOCUTENSAX HH(OPMALINH.

[Tpu ycTaHOBKE MPOrpaMMHOT0 00eCIICUeHHUs WK €ro OOHOBJICHHS Ha CEBEPHOE 000py10BaHHE
JOJKHA aBTOMATHYECKH BBIMIOJHATHCA IpEIBApUTENIbHAS TPOBEPKAa JIaHHOTO MPOTPaMMHOTO
o0ecrieyeHHs Ha OTCYTCTBHE BPEIOHOCHOTO IPOTPAMMHOTO O0ECTICYCHHUS.

O6HoBneHue 0a3 curHaTyp Al CPEICTBAa AaHTHBUPYCHOW 3alUThl MH(GOPMALUU JOJHKHBI
OOHOBIISITHCS €KETHEBHO.

[Tonb3oBarenu 0e3 npas aJIMHUHHCTpaTOpa nH(GOPMaMOHHON CUCTEMBI
OO0pa30BaTeNbHOTO YUPESKICHUS HE JOJKHBI HMMETh BO3MOXKHOCTb TMOJYYEHHMS JOCTyNa K
KOH(UTYypali aHTUBUPYCHOTO CPEACTBA 3aIUTHI UIH €T0 OTKJIIOUEHUSI.

KoHTpoJib 3a1UIIIeHHOCTH NMePCOHAILHBIX JAHHBIX

B nensx uckiIroueHus SKCIUTyaTalluM YSI3BUMOCTEH MPOrpaMMHOTO O0ecredeHHs JOJKHbI
OPOBOIUTCS palOOThl IO BBISBICHUIO, AaHAIU3y YI3BUMOCTEH HMH(OPMAIIMOHHONH CHCTEMBI
U OTNIEPATHBHOE YCTPaHEHUE BHOBD BHISIBJICHHBIX YSI3BUMOCTeH. B TOM uncie opranu3anus KOHTPOJIs
YCTaHOBKH OOHOBJIEHUS IPOTPAMMHOI0 00ECIIEYeHHS BKITIOYAst CPEJCTB 3alUTH HH()OPMAIUH.

Hcnoab30BaHue MPOrpaMMHOro odecneyeHust



Bei6op mporpamMMHOro obecrneueHus Uisl MPOU3BOJACTBEHHBIX HYXJ OOpa3oBaTelbHOTO
YUPEKACHUS JOJDKEH MPOU3BOAUTHCS B MPUOPHUTETE K OTEYECTBEHHOMY, BHECEHHOro B EnnHbIi
peecTp pOCCHICKUX MPOTPaMM JIJIsl SJIEKTPOHHBIX BRIYMCIUTEIHHBIX MAITMH U 0a3 JaHHBIX. B ciydae
OTCYTCTBUS aHaJIora B EMMHOM peecTpe pocCUHCKUX MPOrpaMM IS JIEKTPOHHBIX BBIYUCIUTENBHBIX
MaIluH
1 0a3 JaHHBIX JIOITyCKAaeTCsl HCIOJIb30BATh IPOIPAMMHOI0 00ecreueHue UMIIOPTHOTO MPOU3BOCTBA.

Hcnoans3oBanue cpeacTs kpunrorpaguyeckoi 3amurbl HHGpopmannu

Obecnevenue 3aMUThl HH(OPMAIMKA OIPAHUUYEHHOTO 10CTYNa OT PACKPBITHs, MOIUPHUKAIIMU
U HaBs3bIBaHUS (BBOJA JIOKHOW wHH(pOpManMu) mpu ee nepemade (IMOATOTOBKE K Iepeaade)
[0 KaHajaM CBSI3M, MMEIOLUIMM BBIXOJA 3a IHpeAesbl KOHTPOJUPYEMOH 30HBI oOecreyuBaeTcs
IPUMEHEHHUEM CPEICTB KPUNTOrpaduIecKoi 3auTsl HHPOpMAIUH.

[TpuoOperenue cpenctB kpunrtorpapudeckoil 3amutsl HHGOpManun OOGpa3oBaTENBLHOIO
YUPEKACHUST OCYIIECTBISIETCS HAa OCHOBAaHMH JOTOBOPOB W KOHTPAKTOB C JIMLIAMHU HWMEIOIIHMMHU
neiictBytomyto nunensuio PCb Poccum Ha ocymiecTBieHHE AEATENBHOCTH MO pa3paboTke,
IIPOU3BOJCTBY, pacIpoCTpaHEHHUIO M PPOBATBbHBIX (xpunTorpadMIECKuX ) CPEACTB,
UH(POPMALMOHHBIX CUCTEM U TEJIEKOMMYHMKALIMOHHBIX CHCTEM, 3aIlUIIEHHBIX C MCIIOJb30BaHUEM
mpoBaTbHBIX (KpUNTOrpaUIecKrX) CPEACTB, BHIOJHEHUIO Pa0OT, OKA3aHUIO YCIYyT B 00JaCTH
@ poBaHus HHPOPMAIIMH, TEXHUIECKOMY 00CTYKUBAHUIO IIHUPPOBATBHBIX (KPUATOrpahUIECKUX )
cpencTB, HWH()OPMAIMOHHBIX CHCTEM M TEJICKOMMYHHKAIIMOHHBIX CHUCTEM, 3allUIICHHBIX C
UCIIOJIb30BaHUEM MIH(PPOBATBHBIX (KpUNTOrpadUIecKnx) CPeACTB (3a UCKIIOUEHUEM Cllydasi, eCllu
TEXHUYECKOoe 00CITy)XKHBaHWE MH(PPOBATBHBIX (KPUNTOrpadUIECKUX) CPEACTB, WHPOPMAIIMOHHBIX
CHUCTEM M TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3alUILEHHBIX C MCIOJb30BaHMEM IIH(POBATBHBIX
(kpunrorpagu4ecKnux) CpEeACTB, OCYLIECTBISAETCS sl OOecrneueHus: COOCTBEHHBIX HYK[
IOPUIMYECKOTO JIMIA WK UHIAMBUAYAIBHOTO MPEIIPUHUMATENS).

B menmsx opramm3anum w obOecneueHHH Tepenadd HMH(pOpManMu IO KaHalaM CBS3U
C HCHOJB30BAHUEM CPEJICTB KpunTorpaduyeckoil 3amurTbl MHGOpPMALUK, a TAKXKE BBIOIHEHHUS
nuneH3uoHHbIX TpedoBannii ®Ch Poccun B O0pa3oBaTeTbHOM YUPEKICHUH JOKEH OBITh CO3IaH
OpraH Kpunrorpaduyeckoi 3aIuThbl.

[TopraneHble pemenuss OOpa3oBaTenbHOE YUPEXKICHHE C BO3MOXXHOCTBIO JIOCTyIa C CeTe
oO0IIero MoJyib30BaHMsl JOJIKHBI B NPHOPUTETE pa3padaThIBaThCS C OpPraHU3alMel 3allUILEHHOIO
KaHaJja rnocpeactsom nporokosna TLS ¢ noanepsxkkoit anroputmos I'OCT 34.10.

Hcnoub30BaHue 3JIEKTPOHHOM MOYTHI

DJeKTpOHHAs TOYTa JIOJKHA HCIONIb30BaThesi B OOpa3oBaTenbHOE YUPEKICHHUE C IEINBIO
OpraHu3any OOMEHa »JJEKTPOHHBIMH COOOIIEHUSAMH MEXIYy pPaOOTHUKAMH W CyOBEKTaMH
UH(POPMALMOHHOM OE30MaCHOCTH.

[Ipu ncnosb30BaHUM IEKTPOHHOM MOYTHI 3aMPEIIAETC:

oOMeH nHpopMaIei uist Ciry>keOHOT0 T0JIb30BaHUs, a Takke HH(OpMaIHel OrpaHUuYeHHOTO
JIOCTYIIa;

IIPEAOCTABICEHUE JOCTYIA K 3JIEKTPOHHOU IIOYTE C UCIIOJIB30BAHUEM JAHHBIX CBOEH YUETHOMN
3allUCH TPETHUM JIULIAM;

nyONMKanusi CBOETO CIyeOHOro ajpeca JIEKTPOHHOH MOYTHI B 3JIEKTPOHHBIX KaTajorax,
Ha [IOUCKOBBIX MAIlIMHAaX U IPYTHX pecypcax ceTH VIHTepHET B 1IeNAX, HE CBSI3aHHBIX C UCIIOJIHEHUEM
CBOUX JIOJDKHOCTHBIX O0sI3aHHOCTEH;

HOJMKCKA M0 IEKTPOHHON MOYTE Ha pa3iIMyHble PEKIAMHbIE MaTepHallbl, JIUCThl PACCBHUIKH,
AIIEKTPOHHBIE KypHAJIbl M T.JA., HE CBA3aHHBIC C BBIMOJHEHHEM I0JIb30BATEIEM JOKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3allyCK Ha BBINOJHEHHE) (aiiIoB, MOJYYEHHBIX II0 DSJEKTPOHHOH TmodYTe
Wil M3 pecypcoB ceth VHrepHer, 0e3 mpeaBapUTENbHOW MNPOBEPKH HX aAHTHBHPYCHBIM
POTrPaMMHBIM 00€CTIeUeHHEM.

Pabora B ceTsix 0011ero NoJIb30BaHUS

OO6pa3zoBarenbHOE YUPESKICHUE OCTaBISIET 32 COOON MpaBO OJIOKMPOBATH WM OTPAHUYHBATH
JOCTYTI paOOTHHUKAM K CETSIM CBSI3M OOILEro M0JIb30BaHUs, B TOM uncie ceth MHTepHer, conepxkanue
KOTOPbIX HE HMMEET OTHOIICHHS K HCIIOJHEHHUIO JOJDKHOCTHBIX OOs3aHHOCTEH, a Takke K



MHQOPMALIMOHHBIM ~ pecypcaM, COJAEp)KaHHE W  HANpaBJIIEHHOCTh  KOTOPBIX  3alpelieHb
3akoHoarenbeTBOM Pocceuiickoit deneparuu.

Wudpopmanus o  mocemaeMblx — padoTHukamu — OOpa3oBaTeinbHOIO  yUPEKICHUS
UHQOPMALIMOHHBIX PECYpCOB  NPOTOKOJIMPYETCS JUIsl MOCIENYyIOIero aHaiau3a |, [pHU
HEOOXOJUMOCTH, MOKET OBITh HPEJCTaBICHA PYKOBOIUTENSAM CTPYKTYPHBIX MOJpa3AeicHUH, a
Takxke pykoBoauTento OOpa3oBaTeIbHOTO yUPEKIACHUS A1 KOHTPOJIS.

[Tpu ncnonb3oBanuu cetn MHTEPHET 3anpeiieHo:

UCTIOJIb30BaTh NpeocTaBieHHbIH OOpa30BaTeIbHBIM YUPEXKIEHHEM JOCTYI B ceTh VIHTepHeT
B JIMYHBIX 1IEJISAX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE NTPOrPaMMHbBIE U MPOTrpaMMHO-alapaTHbIE CPEJICTBa,
MO3BOJIAIOIIME TOJYUYUTh HECAHKIIMOHUPOBAHHBIN 1OCTYI K ceTH MHTepHeT;

nyOJIMKOBaTh, 3arpy’kaTh M PACHpPOCTPAHATh MaTepUalibl COJEpKalllie HEJOCTOBEPHYIO
uHpopmanuio o OO0pa3zoBaTeIbHOM YUPESKICHHUH, a Takxke (anpcuduimpoBarts cBoit IP-agpec.

Pe3epBHOE KONMpPOBaHMe M BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiIeHHE PE3EPBHOIO KOMMPOBAHUS JIOJKHO OCYILECTBIISITHCS AJIS1:

uHpopmanuu oOpabaTeiBaeMOil Ha (QailloBOM cepBepe U cepBepe NPUIIOKEHUH,
UH(POPMALIMOHHON CUCTEMB,

pabouux MecCT aAMUHUCTPATOPOB UH(POPMAITUOHHON CUCTEMBI.

YacrtoTa M pexUM pE3EPBHOIO KONMUPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3zoM, YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JaHHBIX M ONIEpaTUBHOE BOCCTAHOBIICHHE.

HacTtpoiika pe3epBHOro KOMpOBaHUs U BOCCTAHOBJICHUSI PECYPCOB MHPOPMAIIMOHHBIX CUCTEM
OOpa3zoBaTenbHOE  yUpeKICHHE  JOJDKHBI  NPOBOAWUTH  YIOJHOMOYEHHblE  PaOOTHUKHU
O0pa3oBaTenbHOIO YUPEKICHUS.

PezepBHOe  KONMpOBaHME JIOJDKHO  OCYIIECTBIATHCS B~ aBTOMATHUECKOM  pPEXHMeE
C TNPUMEHEHUEM OTEUYECTBEHHOTO CIIELUATM3UPOBAHHOIO CPEACTBA PE3EPBHOIO KONMUPOBAHUS
C JEHCTBYIOLUIMM CepPTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSAM O€30MaCHOCTH HH(pOpMaLHUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHHNA K HPOECCAM YIIPABJIEHUSI
NHO®OPMAINIMOHHOMU BE3OIMTACHOCTbBIO

MoHuTOPHHT HHPOPMALMOHHO 6€30I1aCHOCTH

Ha nocTosiHHOI OCHOBE JTOKEH NMPOBOAMUTHCS KOMIUIEKCHBIM aHain3 (QyHKIIMOHUPOBAHUS
nHopmarmoHHo cucteMbl OOpa3oBaTENBHOTO YUPEKACHHS W BO3HHUKAIOIMIUX  COOBITHIA
UH(POPMALMOHHOM OE30MaCHOCTH.

[Iporiecc MOHUTOpPWHTA CHUCTEMBI OOecTieueHHs WH()OPMAIMOHHOW O€30MacHOCTH JOIKEH
BKJIIOYATh B Ce0s1 KOHTPOJIb OPraHU3ALMOHHBIX U TEXHUYECKHUX MEp I10 3aluTe HHPOpMAIIUY, aHAIIU3
apaMeTpoB KOHQUTypalK U HACTPONKHU CPEACTB 3aIUThl HHPOPMALIUH.

IIpn mpoBeneHUH KOHTPOJBHBIX MEPONPHUATHM, CBSI3aHHBIX C OLICHKOM peaau3alud Mep
1o 3amuTe nHdGopmauu B OO6pazoBaTeabHOE YUPEKACHUE, YIIOTHOMOUEHHbIE PAOOTHUKHU JOJKHBI
IPUJIEP/KUBATHCS CIIETYOIIMX IPUHIUIIOB!

HE HapylaTh (yHKIHOHUPOBAHUE AeATeIbHOCTH OOpa30BaTEIbHOIO YUPEXKICHMS,;

JIECTBOBaTh B COOTBETCTBUU C YTBEPXKAECHHBIMH OpIaHU3AllMOHHO-PACIOPSAUTEIbHBIMU
nokymeHTamMu OOpa30BaTENIbHOTO YUPEXKACHUS 110 3aIUTe HH(POPMALIUH;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITHI MH(OPMAIIMOHHON O€30IIaCHOCTH;

0(OPMIIATH OTUETHI, TOATBEPKAAIOLIUE BBITIOTHEHUE MEPOIIPUATHI 110 3a1UTe HHPOPMALIUU.

Wudopmanus, NONydeHHass B XOJA€ IMPOBEACHUS KOHTPOJIHMPYIOUIMX MEpPONPHUATHH
O JIEHCTBMSIX, COOBITHSX M MapaMeTpax, MMEIOLIMX OTHOIIEHHE K pealu3alud Mep IO 3aluTe
UHPOpPMALIUK, JOJDKHA KOHCOJNMIMPOBATHCS U XPAHUTHCS B MECTaX, MCKIIOYAIOUIMX IMOTy4YCHHE
K HEll HECaHKIIMOHMPOBAHHOTO JIOCTYTIA.

MOHUTOPHUHT JTaHHBIX O 3aPErHCTPUPOBAHHBIX COOBITUSAX HMH(OPMAIIMOHHON 0€30IacHOCTH
JIOJDKEH TPOBOJMTHCS, IO BO3MOXHOCTH, C UCIOJIB30BAHUEM CUCTEMbl MOHUTOPUHIA MHIUJIEHTOB
UH(POPMALMOHHON 0€30IacCHOCTH WJIM BCTPOCHHBIX MEXAaHHU3MOB HACTPONKH M ayauTa COOBITHIA



B TPOTPaMMHBIX W TIPOTPAMMHO-AMIIAPATHBIX CPEICTBAX, HCIOIB3yeMbIX B HH()OPMAIMOHHOU
uHppacTpykType OOpa3zoBaTEIbHOTO YUPEIKICHHUS.

YnpasJieHue pucKkaMu

OmnpeneneHre BHYTPEHHUX TpeOOBaHHM MO 3amuTe MH(DOPMAIMH, TOJKHBI OCHOBBIBATHCS
Ha pe3yJibTaTax IPOBEICHHUS aHAIM3a PHCKOB HapyIIECHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
TUTst “HQOPMAIIMOHHBIX pecypcoB OOpa30BaTENbHOTO YUPEIKICHHUS.

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OIIEHKA YCIOBHUN M (PaKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYMHON HAPYIIEHUS IETIOCTHOCTH, KOH(DUIEHITUAIBHOCTH U JOCTYITHOCTH 11 NH(POPMAIIMOHHBIX
pecypcoB OOpa3oBaTEIbHOTO YUPEIKICHUS.

Pe3synpTaTomM mpoBeleHUs aHajdM3a PUCKOB JOHKEH OBITh pa3paOOTaHHBIM KOMIUIEKC Mep,
HANpaBJICHHBIX Ha CHIDKEHHE BO3MOYKHOTO HETAaTHBHOTO BIIMSHHUS Ha OCHOBHYIO JIEATEIBHOCTH
OO0pa3oBaTenbHOTO YUPEKICHUS TMpU peaju3aldd TOH WM HMHOM Yrpo3bl 0e30MacHOCTH
UHPOpPMAIMM W OOECTICYMBAIOIINX B JaJbHEUIIEM JIOCTATOYHBIM YPOBEHb 3alIMIICHHOCTH
uH(GOpMaIMOHHBIX cucTeM OOpa30BaTENBHOTO YUPEKICHUS.

Ynpasienue HHIMICHTAMH HHPOPMALHMOHHO 0€301aCHOCTH

s obecnieuenust 3pPeKTUBHOTO pa3pelieHrs HHIUACHTOB NHPOPMAITMOHHOM 0e30MacHOCTH
B OOpa3zoBareibHOE YUpexkKIeHHEe, MUHIMH3AIUN TOTEPh W YMEHBIICHUS PHCKAa BO3HUKHOBEHHS
MOBTOPHBIX WMHIUACHTOB JIOJDKHO OCYIIECTBISATHCS YIIPAaBJICHUE HHIMICHTaAMHU WH(OPMAalMOHHON
0€30MacHOCTH.

Jns yrpaBneHus HMHOUACHTaAMH HHQOPMAIIMOHHON O€30MacHOCTH JOJKHA OBITh CO3/1aHa
ciry>)k0a MOHHTOPWHTA M pearupoBaHMs HAa MHIUACHTH MHPOPMALMOHHONW 0€30MaCHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpONpUATUH uis cOopa M KOHCONHAAMU WHGOpMAaLUU
00 MHIMIEHTAaX pelIaeT AAHHYI0 3aJady. B OTHONmIEHMH Ka)kKIOTO MPOHM3OLICIIICTO HHIUICHTA
paboOTHUKAMU U3 CIyKObl MOHHTOPHHTAa W pEarupoBaHUS HA HHUIUIACHTHl HH(DOPMAIIMOHHOM
0€301MaCHOCTH JOJDKEH BBITIONHATHCS €0 aHalu3, U pa3paboTka 3((HEeKTUBHBIX MEp pearupoOBaHUs
Ha TaHHBIN HHIIUCHT.

AyaUT cucTeMbl o0ecnevyeHnsi MH(POPMAITMOHHOI 0€3011aCHOCTH

B menmsax omeHku Tekymiero ypoBHs uH(popManuoHHON Oe3omacHocTn OOpa3oBaTeabHOE
YUpEKACHUE Ha PETYJSIPHONW OCHOBE JIOJKEH NMPOBOAUTHCS ayAUT MH(OPMAIIMOHHON O€30MacHOCTH.

BHyTpeHHue ayuThl JOKHBI BBIOIHATHCA paboTHUKaMu OOpa3oBaTeNbHOTO YUPEKICHUS.
B uumcno 3amau, pemaemblXx TpU  MPOBEACHWM BHYTPEHHHMX ayIUTOB HMH(OPMAIMOHHON
0€301acCHOCTH, BXOIAT:

cOOp M aHaIM3 UCXOJIHBIX JAHHBIX 00 OPraHM3AaLMOHHOW M (DYHKIIMOHAIBHOW CTPYKType
MH(GOPMAIIMOHHBIX CUCTEM, HEOOXOIUMBIX IS OLIEHKH COCTOSIHHSI CUCTEMBI 3alllUThl HH(GOpMaLUK;

aHaJIN3 YTBEPXKACHHBIX OPraHU3aLMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB II0 3alIUTe
nH(}OpMAIUK Ha TIPEAMET UX MOJHOTHI ¥ 3()PEKTUBHOCTH, a TakK)Ke (OPMUPOBAHNE PEKOMEH AN
10 UX J0pabOTKe WK pa3pabOTKH HOBBIX;

obocHoBaHue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb NPHOOPETAEMBIX CPEJICTB 3aIlUTHI
UHpOpMaLINY;

MIPOBEpKa MPaBUILHOCTH BEIOOPA M HACTPOMKH CPEJICTB 3aIUThl HHPOpMAIK, JOPMUPOBAHUE
NPEUIOKEHUI MO MCIOJIb30BAHUIO UMEIOIIUXCS CPEACTB 3alMThl WH(POPMAIUU JJIS TOBBIIICHUS
YpOBHS HaAEKHOCTU U 6€30MacHOCTH MH(OPMALIMOHHBIX cucTeM OOpa3oBaTENbHOTO YUPEKICHUS;

aHaJIM3 OTYETOB [0 NPOM3OLICANIMM HHUUACHTAM HWH(POPMALMOHHOW 0e30macHOCTH
U TIPUHATHIM MEpaM 10 UX pa3pelieHulo.

IHoBbImeHnEe 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO TPOTHUBOACHCTBHS yrpo3aMm 0e30MacHOCTH
UHPOPMALIUU, UCXOIIMNUM OT paboTHUKOB OOpa3zoBaTEIbHOIO YUYPEKACHUS JODKHA MOCTOSHHO
MOBBILIATHCS
UX OCBEJJOMJICHHOCTb B O0JIACTH 3aLIUThI HH(POPMAIIHH.

[ToBbimenue OCBE/IOMJICHHOCTH paboOTHUKOB O06pa3oBareiabHOrO yUpexKICHUs
OCYILIECTBIIACTCS:

1o cymiecTByromuM B OOpa3oBaTeIbHOM YUpEKICHUN OPraHU3allOHHO-PACTIOPSIUTEIbHBIM
JOKyMEHTaM;



1o npuMeHsieMbIM B O0pa3oBaTeTbHOM YUPEKICHUH MEpaM 3alllUuThl HHPOPMAIINH;
0 IPAaBUIBHOMY HCIOJIb30BAHUIO CPEICTB 3AIUTHI HHPOPMALIUU.

7 3AKJIIOYEHMHME

[Ipn u3MeHeHMH ACHCTBYIOLIEro 3akoHonaTenbcTBa Poccuiickoit dexepanuu B obnactu
3alUThl  MHPOpMAMM, a  TaKKe  OPraHU3alUOHHO-PACTIOPSAUTEIBHBIX  JOKYMEHTOB
OO6pa3oBarenbHOTO yupexaeHus Hactosmas [lonutuka u usMeHeHHsI K Hell TPUMEHSIOTCS B 4acTH,
HE MPOTUBOpEYAIECH BHOBb MPUHITHIM 3aKOHOAATEIbHBIM U MHBIM HOPMATUBHBIM aKTaM, a TaKKe
BHYTpEHHUM J0KyMeHTaM O0pa30BaTebHOTO YUPEIKICHHUS.

Bce TpeOoBaHWs, yCTaHOBIICHHBIC JCHCTBYIOIIMM 3aKOHOJATEIBCTBOM Poccuiickoit
®denepanyy, MOA3AKOHHBIMU aKTaMU U JIOTOBOPHBIMM OTHOIIEHHMSIMH, a TakXke IOJAXO0]
O06pa30BaTEIBLHOTO YUPEKICHUS K 00CCIICYCHUIO COOTBETCTBUS 3TUM TPEOOBAHUSAM JOKHBI OBITH
SIBHBIM 00Pa30M ONPE/ENICHbI, TOKYMEHTUPOBAHBI U MOJIEPKUBATHCA B aKTYaJIbHOM COCTOSTHHH.

OOpa3oBarenbHOE YUYPEKICHUE B MPHUOPUTETHOM HAINpPABICHUM JOJDKEH paccMaTpUBAThCS
Mepexo/l, a MPOrpaMMHOro 0OecreyeHe OTEYeCTBEHHOTO MPON3BOAUTENS, BKIIOYCHHOTO B €IUHBIN
peecTp pOCCUNCKHUX MPOrpamMM JIS JCKTPOHHBIX BBIUMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B Tom
YHUClie MO0 YacTH CEPBEPHOr0, KOMMYTAIMOHHOTO OOOPYIOBaHHMS M MPOrPaMMHO-ANIMapaTHBIX
CPEACTB, BKIIOUEHHBIX B EIMHBIN peecTp POCCHUCKON paguo3JIEKTPOHHON NPOAYKIUH.

IlepecMoTp ¥ BHeceHME U3MEHEHUM B Hacrosamyr IlomuTuky  OCyIIECTBIIAIOTCS
Ha NIEPUOINYECKON U BHEINIAHOBOM OCHOBE.
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